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#!/usr/bin/env python3

# -*- coding: utf-8 -*-

i B R IR R B SO R AT A - FERITHE 42
PRAF ARG B i B e ke, ot Thaess
import os

import http.server

import socketserver

import urllib.parse

import hashlib

import hmac

import time

import socket

# ========== LB X CXLERHATLLEH KD ==========

PORT = 9000 #mOE

FILE_DIR = "/path/to/your/files" # U TRHE %

PASSWORD = "XXXXXX" # UK E O RS
COOKIE_NAME = "file server_auth" # Cookie #FK
COOKIE_SECRET = "your_secret_key here" # SURAR B OB L4

def make_cookie_value():

"t A UE Cookie™™™

timestamp = str(int(time.time()))

signature = hmac.new(
COOKIE_SECRET.encode(),
timestamp.encode(),
hashlib.sha256

) .hexdigest()

return f"{timestamp}.{signature}”

def verify cookie(cookie_value):

nn ug{ﬁ_‘liE COOkie %Eﬁ&& nnn

try:
timestamp, signature = cookie_value.split(".", 1)
expected = hmac.new(
COOKIE_SECRET.encode(),
timestamp.encode(),
hashlib.sha256
) .hexdigest()
if hmac.compare_digest(signature, expected):
if int(time.time()) - int(timestamp) < 7 * 24 * 3600: # 7K1 %Y
return True
except:

pass



return False

def is_image(filename):

] W AN B S

ext = os.path.splitext(filename)[1].lower()
return ext in ['.jpg', '.jpeg', '.png', '.gif',

def is_safe_path(sub_path):
"UUR AR R M A, Bk R AR Mo

".bmp', '.webp', '.svg']

full path = os.path.realpath(os.path.join(FILE_DIR, sub_path))

base_path = os.path.realpath(FILE_DIR)

return full path.startswith(base_path + os.sep) or full path == base_path

def format_size(size):
" R AL AR
if size < 1024:
return f"{size} B"
elif size < 1024 * 1024:
return f"{size/1024:.1f} KB"
elif size < 1024 * 1024 * 1024:
return f"{size/1024/1024:.1f} MB"
else:
return f"{size/1024/1024/1024:.1f} GB"

def get_login_page():
B UL HTML
X BEARALLE B A
return """<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<title> i MRS A% </title>

<style>

/* EXHEERECH css B */

body {
font-family: sans-serif;
background: #fofofo;
display: flex;
justify-content: center;
align-items: center;
min-height: 100vh;

}

.login-box {

background: white;



padding: 40px;
border-radius: 10px;
box-shadow: @ 2px 1@px rgba(0,0,0,0.1);

}

input {
width: 100%;
padding: 10px;
margin: 10px ©;
border: 1px solid #ddd;
border-radius: 5px;

}

button {
width: 100%;
padding: 10px;
background: #007bff;
color: white;
border: none;
border-radius: 5px;
cursor: pointer;

}

</style>
</head>
<body>

<div class="login-box">
<h2> @ SRR SS 4R </h2>
<p>iE N B LLT A < /p>
<form method="POST" action="/login">
<input type="password" name="password" placeholder="i%%i N\ %" >
<button type="submit">% F</button>
</form>
</div>
</body>
</html>"""

def get _file list page(sub_path=""):
B R TUE HTML
KEARATLE Sk e
Eedn: MRS ALEL . ZRALE L i mg K 7 55 55

if not is_safe_path(sub_path):

sub_path =

current_dir = os.path.join(FILE_DIR, sub_path)
if not os.path.isdir(current_dir):

sub_path =
current_dir = FILE_DIR

items = []



# oA 2%
if sub_path:
parent_path = os.path.dirname(sub_path)
items.append({
"name': "'..',
'is_dir': True,
'path': parent_path,
b

# HIH HRXNE
for item in sorted(os.listdir(current_dir)):
if item.startswith('."):
continue
item_path = os.path.join(current_dir, item)

item_rel_path = os.path.join(sub_path, item) if sub_path else item

if os.path.isdir(item_path):
items.append({
'name’: item,
'is_dir': True,
'path': item_rel_path,
)
elif os.path.isfile(item_path):
items.append({
'name': item,
'is_dir': False,
"path': item_rel path,
'size': format_size(os.path.getsize(item_path)),
'is_image': is_image(item),

1}

# SO Je s
dirs = [i for i in items if i['is_dir']]
files = [i for i in items if not i['is_dir']]

items = dirs + files

# A HTML CiX B R MR B ], AR ) ABTH 1R S 0 B D
items_html = ""
for item in items:
encoded_path = urllib.parse.quote(item['path'])
if item['is_dir']:
items_html += f'<li><a href="/browse/{encoded_path}"> {item["name"]}</a><
else:
if item.get('is_image'):
items_html += f'<li><a href="/files/{encoded_path}">|ed {item["name"]}</
else:
items_html += f'<li><a href="/files/{encoded_path}"> |5 {item["name"]}</

return £"""<!DOCTYPE html>



<html>
<head>
<meta charset="UTF-8">
<title>®n %K </title>
<style>
/* AEXEEIRE K css X */
body {{
font-family: sans-serif;
padding: 20px;
1}
ul {{
list-style: none;
padding: ©;
1}
1i {{
padding: 8px;
border-bottom: 1px solid #eee;
3}
a {{
color: #007bff;
text-decoration: none;
1}
</style>
</head>
<body>
<h2>Pn %457 H%: {sub_path or "#{H 3" '}</h2>
<ul>
{items_html}
</ul>
<p><a href="/logout">iE H & Jk</a></p>
</body>
</html>"""

class FileServerHandler(http.server.SimpleHTTPRequestHandler):
def __init__ (self, *args, **kwargs):

super().__init__ (*args, directory=FILE_DIR, **kwargs)

def do_GET(self):
# R AR
cookie = self.headers.get('Cookie', '")
auth_cookie = None
for ¢ in cookie.split(';"'):
c = c.strip()
if c.startswith(f"{COOKIE_NAME}="):
auth_cookie = c[len(COOKIE_NAME)+1:]

break

# G
if self.path == '/logout':



self.sen
self.sen
self.sen

d_response(302)
d_header('Location', '/")
d_header('Set-Cookie', f'{COOKIE_NAME}=; Path=/; Max-Age=0")

self.end_headers()

return

# SCPF R /U

if self.path
if auth_
file

file

if o

self.sen

self.sen

.startswith('/files/"):
cookie and verify_cookie(auth_cookie):
name = urllib.parse.unquote(self.path[7:])
path = os.path.join(FILE_DIR, filename)
s.path.isfile(filepath):
self.send_response(200)
if is_image(filename):

ext = os.path.splitext(filename)[1].lower()

content_types = {

".jpg': 'image/jpeg', '.jpeg': 'image/jpeg’,
".png': 'image/png', '.gif': 'image/gif"’,

}

self.send_header('Content-Type', content_types.get(ext, 'applic
else:

self.send_header('Content-Type', 'application/octet-stream')

self.send_header('Content-Disposition', f'attachment; filename=
self.send_header('Content-Length', str(os.path.getsize(filepath)))
self.end_headers()
with open(filepath, 'rb') as f:

self.wfile.write(f.read())
return
d_response(302)
d_header('Location', '/")

self.end_headers()

return

# W H R
if self.path
if auth_
sub_

html

self.

self

self.
self.

else:

self.
self.
self.

return

# B
if self.path

.startswith('/browse/"):

cookie and verify_cookie(auth_cookie):

path = urllib.parse.unquote(self.path[8:])

= get_file list_page(sub_path)

send_response(200)

.send_header('Content-Type', 'text/html; charset=utf-8")
end_headers()

wfile.write(html.encode())

send_response(302)

send_header('Location', '/")

end_headers()

== '/' or self.path ==



if auth_cookie and verify_cookie(auth_cookie):
html = get_file list_page()
else:
html = get_login_page()
self.send_response(200)
self.send_header('Content-Type', 'text/html; charset=utf-8")
self.end_headers()
self.wfile.write(html.encode())
return

self.send_response(404)
self.end_headers()

def do_POST(self):

# TR
if self.path == '/login':

content_length = int(self.headers.get('Content-Length', 9))
post_data = self.rfile.read(content_length).decode()
params = urllib.parse.parse_qgs(post_data)

password = params.get('password', [''])[0]

if password == PASSWORD:
cookie_value = make_cookie_value()
self.send_response(302)
self.send_header('Location', '/")
self.send_header('Set-Cookie', f'{COOKIE_NAME}={cookie_value}; Path=/;
self.end_headers()
else:
#OEAETR, EOBT RN TR (ATRLINE R R )
html = get_login_page()
self.send_response(200)
self.send_header('Content-Type', 'text/html; charset=utf-8")
self.end_headers()
self.wfile.write(html.encode())

return

self.send_response(404)
self.end_headers()

if __name__ == '__main__":
os.chdir(FILE_DIR)

# ZLME + IPve WA SCRE (B ik JF A R R AED

class DualStackThreadingTCPServer(socketserver.ThreadingMixIn, socketserver.TCPServ
address_family = socket.AF_INET6
allow_reuse_address = True
daemon_threads = True

class ThreadingTCPServer(socketserver.ThreadingMixIn, socketserver.TCPServer):



allow_reuse_address = True

daemon_threads = True

try:
httpd = DualStackThreadingTCPServer(("::", PORT), FileServerHandler)
print (f"SCHEHR 45 243847 (3% 1 {PORT} (£ L, L FF IPv4a F1 IPve)")
except OSError:

httpd = ThreadingTCPServer(("", PORT), FileServerHandler)
print (F" AR 45 #8547 http://localhost:{PORT} (ZLLFL)")

print(f"3fF Hs%: {FILE_DIR}")

httpd.serve_forever()
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npm install -g cloudflared
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chmod +x cloudflared
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nohup ./cloudflared tunnel --no-autoupdate run --token YRfJtoken > cloudflared.log 2>&1

L BE: X token REE, FEMELTIA!

2.5 BEEATEENAT

[E1Z] Cloudflare E#x:

1. ERFEIFIBIR, iy Public Hostname #R&
2. A5 Add a public hostname

3.1E5:

- Subdomain: EE80 pan (XEEREMEUREE pan {/RAYIEHEE.com)
- Domain: 1EFE(RAVES
- Type: HTTP

- URL: 1localhost:9000 (FI{RIZ(4ARSSEEAVIRO—EN)
4. = Save hostname

B=2: MitinEn

FF51-2 08, IHREEX.

IeENE RN RECEREE, LAl

https://pan. /R34 . com

SNERREBRRIE RN, MNERDREHE, HikBAMIIT !

&= FER, FAAMEEETTH!

A (Ferd—LEeIFRES) 1



XED B E CRERHRA—LESLRARIE, S=HSIR~

> 1. HEICHT

LRSI LR, HEFEERMEERENER.

LI R
- BiiEHSEEERREIHE S
- EHIEERE

# ARG A8 H &
nohup python3 file-server.py > file-server.log 2>&1 &

# cloudflared H &
nohup ./cloudflared tunnel --no-autoupdate run --token fR[ftoken > cloudflared.log 2>&1

g5HE:

# LN EE

tail -f file-server.log

# AAEmG 100 1T
tail -n 100 cloudflared.log
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# 1T
zip -r backup.zip code/ bin/ document/

# itk

unzip backup.zip
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#!/bin/bash

while true; do
echo "[$(date)] FRIGLBE" >> keepalive.log
curl -s http://localhost:9000/ > /dev/null 2>&1
sleep 1800 # i3/ #h— ik

done

chmod +x keepalive.sh
nohup ./keepalive.sh > /dev/null 2>&1 &
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